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ABSTRACT 

The provision limiting access to network users is one of the defensive action system 

from cyber attacks that can occur through a network connected to the user. 

Installation ACL device the router can be a firewall, where each incoming and 

outgoing packets will be matched with a list of existing entries, and then will proceed 

preconfigured actions 
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INTRODUCTION 

Connection from a network into a bridge connecting a device with other devices to interact in 

the network. Each device in the network will have an IP address (Internet Protocol), as well as 

when sending a message to someone certainly in need of an address which is the goal of the 

IP messaging has become an address of a destination device. Because each user connected in 

a network can communicate with other users connected on the same network it is a gap that is 

used by an attacker to attack users who are on the network. Therefore we need a protection on 

the network, as well as blocking access restrictions port which can be a gap for the attacker is 

one way to address the problem. By restricting users to access some port only, it is useful to 

minimize the attack on the network. Application of ACL (Access Control List) on router can 

be a protective firewall, only allow packets in accordance with the provisions are allowed to 

pass through.  
 

LITERATURE REVIEW 

A firewall is needed to safeguard important data from hacker attacks on the company's 

internal network. Firewall as an important defense on the network can protect the flow of data 

on a network. In that study chose Cisco Asa 5510 Series as a firewall because it has a fairly 

sophisticated features such as, remote access, Intrusion Prevention, Content Security, Unified 

Communications, Botnets, and other features that support this research [1]. Cisco routers 

contained in Access Control List as a security facility to filter incoming and outgoing data. 

Access Control can be implemented through hardware in embedded on the device router 

Cisco, namely IP Access Control List. In using the ACL there are rules that have to be made 

to do filtering data packets through the lines of the rules in the ACL. To filter the data packets 

in interfaces can be done through two directions, namely ACL inbound to filter incoming data 

packets through interfaces and ACL outbound to filter the data packets to be out of interface 

[2]. 

In previous research administrator network computers are expected to apply the Access 

Control List IP network security systems such as firewalls, strengths and weaknesses of what 

is contained in the package filtering firewall using IP Access Control List. The findings 

contained in these studies have provided a better understanding of computer network 
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administrator at execution packet filtering firewall with Cisco IP ACL and understand the 

potential security vulnerability [2]. Setting the ACL on a layer internetwork be one way to 

close the security gap, the ACL is used to allow or reject the package of host with a specific 

purpose. ACL contained in the rules and conditions that determine and define the process 

network traffic at router whether the packet will be forwarded or not [3]. Utilizing the access 

list feature on Cisco routers can be used to enhance network security. Such access is used to 

determine any party which may or may not access information or network devices that exist in 

the computer network [4]. 

Securing computer networks become very important today. Application of firewall be the 

first step to anticipate the attack exploits that attack specific computer security. By utilizing 

Cisco Router device into one of the benefits of firewall implementations [5]. Packet filtering 

check which packages are to be transferred between computers on the Internet [6]. Made 

framework for analyzing automatically ACL that will simplify the task of network 

administrators in the verification of company's security policy [7]. By using a firewall can 

support multiple security policies. A firewall is also configured to be utilized packet filtering 

and utilizing the results cache for bypass package that will come [8].  A study proposes to 

optimal packet filtering though most prefer to use deterministic techniques and not 

exploittraffic [9]. 

 

RESEARCH METHODS 

Researchers used a research method by conducting experiments on simulated network 

implementations with Cisco's Packet Tracer software version 7.2.2 on Windows operating 

systems research 10. Flow is illustrated by the diagram flow chart in Figure 1. 

 

 
Figure 1 Flowchart Research 

 

A. Desain of Network Topology 

The design of the network topology below as a test of  the application ACL as in Figure 2. 
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Figure 2 Network Topology 

 

Figure 2 is based on network topology devices used in the simulation comprises: 

 

Table 1. List of required device 

Device Amount 

Server 1 

Router 1 

Switch 2 

PC / Laptop 5 

 

B. Access Restrictions 

Before performing an admin access restrictions must know beforehand what is needed by user 

who will use device The order to access according to the needs required [10].  

 

C. Configuration 

ACL configuration for standard where device 2 laptop can’t communicate with device 

network 192.168.2.0/24. Standard ACL configuration commands shown in Figure 3. 

 
Figure 3 Configuration Standard ACL 

 

 
Figure 4 Configuration Extended ACL 
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Then to the configuration extended in the provision of ACLs configured are each PC 1, PC 2, 

PC 3 can access to the HTTP server but can’t access to the FTP server, while the laptop one 

can access to the FTP server but can’t access to the HTTP server. For extended ACL 

configuration is shown in Figure 4. 

 

RESULTS AND DISCUSSION 

After experimenting with applying ACL in router with the terms previously described 

experimental analysis before and after configuration configure can be seen in Figure 5 that 

before configured each device can’t interact without any restrictions. But after ACL applied 

Figure 6 can be seen that device network 192.168.2.0/24 is not sending an ICMP packet to a 

laptop 2 and laptop 2 can’t make deliveries packet yet still be able to communicate with the 

server. Can be seen in Figure 7 to Figure 10 displays the results of the application of the ACL 

under the provisions of any PC on the network can access the network 192.168.2.0/24 HTTP 

server but can’t access the FTP server and laptops in the network 192.168.2.0/24 can login 

access to the FTP server but do not have access to the HTTP server. 

 

 
Figure 5. ICMP Packet Delivery before Configuring ACL 

 

 
Figure 6. ICMP Packet Delivery after Configuring ACL 

 

 
Figure 7. PC 1 access 
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Figure 8. PC 2 access 

 

 
Figure 9. PC 3 access 

 

 
Figure 10. Laptop1 access 

 

CONCLUSION 

There is a list of rules or statements of successive test packets out on the access list. Source IP 

address, destination IP address, and the protocol is an example of a package that test a variety 

of specific information using these rules. Packs tested in advance to follow the rule set until 

certain conditions are met. The package will be submitted to the second row if none fulfilled 

the first rule. If no appropriate conditions then there are consequences "deny all" [10] 
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